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  What is a Directory?

• Information Repository

• Types of Directory Information
– Public Key Infrastructure (certs, CRLs)
– Organizations, People, Computers, Objects
– Mail Routing, Email
– Network Information
– Access Controls



How do I connect to the Directory?

• Mail Clients and Directory User Agents (DUAs)
– Lightweight Directory Access Protocol (LDAP)
– X.500 Directory Access Protocol (DAP)

• Web Clients (Netscape, Microsoft IE, etc.)
– HyperText Transfer Protocol (HTTP)
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Bridge CA Directory Services

• “[FPKI] Directory servers are on-line
repositories that provide certificates and
certificate status information.”

– Federal PKI Directory Concept of Operations

• “The primary use of the FPKI directory is
... to provide certificates for relying parties
in different trust domains to support digital
signature validation.”

– Federal PKI Directory Concept of Operations



Bridge CA Directory Architecture
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Border Directory Setup

• Establish private, corporate directory
behind firewall; CA accessible

• Set up border directory outside
firewall; open access; strong auth
required for update

• Configure Sync utility to update
border directory



BCA Internal DoD Directory

• Chromatix SafePages Directory Server

– Location:  Chromatix - Columbia, MD

• Access:  Behind Firewall;  restricted to Demo
DoD CAs; L/DAP

• Authentication:  Simple Authentication required
for Bind

• Schema:  PKIX LDAPv2, inetOrgPerson



BCA Border DoD Directory

• Chromatix SafePages Directory Server
– Location:  Chromatix - Columbia, MD

• Access:  Sits outside the Firewall; Open Access
via Internet; L/DAP, HTTP

• Authentication:  Strong Auth required for update;
no authentication required for read/browse

• Schema:  PKIX LDAPv2, inetOrgPerson
• Signature Algorithms: RSA, DSA
• Hash Algorithms:  MD5, SHA-1



BCA Synchronization Utility

• Automatically populates the Border Directory

• Attribute, Entry, and Subtree filtering

• Configurable filtering mechanism screens out sensitive data
(HR data, passwords, internal phone numbers …)

• Strong authentication used to update Border Directory
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BCA Directory Administrator

• Chromatix SafePages Directory Administrator

• Supports SPYRUS and Motorola CAs

• Multi-Protocol:  LDAP, DAP

• Multi-Authentication:  none, simple, strong

• SPYRUS Lynks, Fortezza support (FIPS 140-1 level II)

• Signature Algorithms: RSA, DSA

• Hash Algorithms:  MD5, SHA-1

• Bulk Load Utilities via LDIF



BCA Web Gateway
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BCA Directory API

• Used by SafePages Administrator and
Sync utility

• Enables CAs and other applications to
access and update entries in the directory

• Strong Authentication support

• Any application written for LDAP can
easily support strong authentication using
DAP

• Interoperability testing with Nexor,
Netscape, DCL,  and others
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BCA Directory Security

• Chromatix SafePages DoD Directory
– behind the firewall
– no public access
– accessible only to Demo DoD CAs

• Chromatix SafePages DoD Border Directory
– outside the firewall
– public/Internet read/browse access
– requires strong authentication for update (RSA, DSA)
– updated by the Directory Sync utility via strong authentication
– rigid access controls (ACIs)

• The SafePages Directory Server, Administrator, and API all
support end to end strong authentication via smartcards



BCA Directory Interaction

Entrust
Directory

DoD Border
Directory

• Directory Access:  LDAP, X.500 DAP, HTTP
• All directory requests (even LDAP) are chained to other

Directory servers via X.500 DSP
• Client is only required to connect to local directory
• Referrals are not necessary

FPKI Bridge
Directory

DSP DSP

DSPLDAP

DAP

HTTP



BCA Directory Accomplishments

• Directory access via LDAP, DAP, HTTP
• All Directory Requests (LDAP, DAP, HTTP) are chained

(via X.500 DSP) to appropriate directory
• Demo of Chromatix SafePages Border Directory
• Internal DoD (corporate) directory secure behind the

firewall
• Security through SPYRUS smartcards show End to End

Strong Authentication
• SafePages flexibility:  protocol, authentication,

algorithms, platforms


